PRIVATE POLICY
Vitii (v1.0 — May 07, 2019)

This document contains the privacy policy of Vitii media platforms, which is relevant to the
online use of the Vitii mobile application and its web application.

INTRODUCTION

With the growing development of new communication tools, it is necessary to pay attention
to the protection of personal data. Therefore, Aquatic Science S.A., Vitii platform’s owner, is
committed to respect the privacy of the personal information we collect.

COLLECTION OF PERSONAL DATA
We collect the following information:

e Last name / first name

e Email address

e Birthdate

e Phone number

e Sex/Gender

e Water pool physical address

e Water pool physical parameters (Volume, area, temperature, coverage and potential
inputs)

Those personal pieces of information are collected only after giving your personal consent at
first connection. Those personal pieces of information are collected through forms and
through the interactivity established between you and our web/mobile application. Except for
the address and the physical parameters of the water pool your data are not transmitted to
Aguatic Science S.A. partners. Address and physical parameters of the water pool are only
forwarded to your installer. Finally, cookies are not used to gather information about you.

LOG FILES

Information are collected when using our web/mobile application in the log files of our
servers. This includes:

e Meteorological data relating to your water piece
e Variables values included in the Vitii controller
e Analysis reports manually performed by the user

FORMS AND INTERACTIVITY

Your personal data are collected by forms, namely:



e Inscription form

e Profile modification form

e Creation/modification water piece form
e Water quality analysis form

Collected information are used for the following purposes:

e Water quality correction calculation

e Efficient equipment functioning reporting

e Contact

e Web/mobile application management (presentation, organization)

No advertising or commercial incentive is present on our web/mobile application.
OPPOSITION RIGHTS AND WITHDRAWAL

Aguatic Science SA is committed to offering you the right to oppose and opt out of your
personal information.

Objection right is the opportunity offered to users for refusing to have their personal data
used for certain purposes mentioned in the collection.

Withdrawal right is the opportunity for users to request the removal of their personal
information, for example, from a mailing list.

To exercise these rights, you can contact us by mail at the following address: medias@aquatic-
science.be or by phone: +32 (0) 4 240 41 51.

ACCESS RIGHTS

Agquatic Science SA is committed to recognizing a right of access and rectification, modify or
delete any personal information.

The exercise of this right will be done by email at the following address: medias@aquatic-
science.be or by phone: +32 (0) 4 240 41 51.

DISCLOSURE OF PERSONAL INFORMATION

Aqguatic Science SA may send your personal information to our employees or technical
partners in order to manage user accounts, web/mobile applications, and the services. Any
disclosure of personal data will be strictly controlled and carried out in accordance with
European legislation, but also countries from which our web/mobile applications are available.

We do not disclose your personal data to a third party without your consent and in accordance
with applicable law.



SECURITY

The personal pieces of information collecting by Aquatic Science are kept in a secure
environment. People working with us are required to respect the confidentiality of your
information/data. To ensure the security of your personal information, we use the following
measures:

e Using secure login methods by hashing password

e Using login token

e Signing of requests

e Unique queries

e Secure Sockets Layer (SSL) protocol

e Access Management - Authorized Person

e Access management - person concerned

e Computer backup

e Firewalls

e Use of a secure IPSec type tunnel (Internet Protocol Security)
e Using a Message Queuing Telemetry Transport (MQTT) broker

Aquatic Science SA is committed to maintain a high degree of privacy by incorporating the
latest technological innovations to ensure the confidentiality of your data. However, since no
mechanism offers maximum security, there is always a risk involved when using the Internet
to transmit personal information.

LEGISLATION
Aguatic Science SA is committed to respect the legislative provisions stated:

e Belgian law on the protection of privacy: the law of 8 December 1992 for the
protection of privacy with the processing of personal data;

e GDPR: The GDPR, which means "General Data Protection Regulation", is a set of rules
aimed at protecting the personal data of citizens European. This regulation covers the
protection of individual personal data in the broad sense of the term, regardless of the
form or nature of the data: private, professional, public. The GDPR was approved in
April 2016 and as of May 25, 2018, this regulation will be fully applicable in all countries
of the European Union.

UPDATES

These Privacy Policy may change. Any changes to the privacy policy will be available on the
following web page: http://privacy.vitii.be and a notification will be sent to you to encourage
you to view the news rules in force.



